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1. Introduction

1.1 Windsor Academy Trust (WAT) understands the importance of keeping personal data
secure and will make all reasonable endeavours to ensure that there are no personal
data breaches. This is essential for maintaining the trust and confidence of staff,
pupils/students and their parents/carers when WAT uses their information. In the
unlikely event of a suspected data breach, the trust will follow the procedure set out
in this document. This policy and procedure is based on guidance on personal data
breaches produced by the In

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/


https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach-assessment/


https://ico.org.uk/for-organisations/report-a-breach/
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https://www.gov.uk/guidance/how-to-report-a-serious-incident-in-your-charity
https://www.gov.uk/guidance/how-to-report-a-serious-incident-in-your-charity
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/646315/Examples_table_what_to_report.pdf
http://www.actionfraud.police.uk
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Appendix 2 Examples of data breaches and the next steps

Example of breach Containment and Recovery Establishing and Assessing
the Risks

Notification Evaluation of WAT's response
to the data breach

A staff member leaves papers
containing information about
pupils' academic performance
on a train. The papers were not
in a locked case.

WAT shall find out if it is
possible to retrieve the
papers. For example, by
calling the train company's
lost property department.

The DPO will undertake an
initial assessment and may
convene a Data Breach
Committee and may work
through the questions in
Appendix 2 3 as a guide
below.

If the papers are not
retrieved then this breach
may need to be notified to
the ICO.

Whether a notification to
the pupils/students and
their parents/carers is
required will depend upon
the nature of the personal
data.

WAT shall work through the
policy above.

Ransomware locks electronic
files containing personal data.

WAT shall have a back-up of
the data and shall also
ensure that its systems are
secured (e.g. that the
ransomware has been
removed) ᾪ mct w. elowᾪ
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vii. religious beliefs or other beliefs of a similar
nature;

viii. trade union membership;

ix. physical or mental health or condition;

x. genetic information;

xi. sexual life;

xii. information relating to actual or alleged criminal
activity; and

xiii. biometric information (e.g. a pupil's fingerprints
following a criminal investigation).

If any of these types of data are involved this makes the
breach more serious.

3. Who are the affected individuals e.g. staff, parents, pupils,
third parties?

4. How many individuals have definitely been affected and
how many potentially affected in a worst case scenario?

5. What harm might be caused to individuals (not to WAT)?
The individuals do not necessarily need to be those
whose personal data was involved in the breach.

Harm shall be interpreted broadly, for example to include:

(a) distress;
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(b) discrimination;

(c) loss of confidentiality;
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seen by any unauthorised party or have
back-ups been used where electronic
information was lost or damaged?

WAT_DataBreachPolicy_Sept2024 fv 14
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Appendix 5 Data Breach Register

Under the GDPR WAT is required to keep a record of all personal data breaches even if the breach does not meet the threshold to be reported to the
ICO. The table below will be used as a basis for WAT's register. This register must be kept highly confidential and only be accessed by those staff
who need to use it. Please note that the ICO may request to see this register to check that WAT is complying with its obligations under the GDPR.

Date of breach Outline of facts Effect of the breach Remedial action taken Regulatory bodies informed if
any e.g. ICO

WAT_DataBreachPolicy_Sept2024 fv 17


